
 

 

Application

06863 - FY18 Bay Area UASI

07104 - Tiered Training Program to Improve Cyber Resilience of Public Agency and Critical Infrastructure Systems

UASI Grant Program

Status: Under Review

Submitted Date: 10/10/2017 10:12 PM

 

 Project Lead

Name:*
Ms.  Alison    Yakabe 

Salutation  First Name  Middle Name  Last Name 

Title:  Lead Cyber Analyst 

Work Email:  ayakabe@ncric.ca.gov 

Work Address:  450 Golden Gate Ave. 

   

   

*
San Francisco  California  94102 

City  State/Province  Postal Code/Zip 

Phone:*
415-470-3628  4703628 

Phone  Ext. 

What Program Area are you interested in? 

 

 Organization Information

Organization Name:  San Mateo County Sheriff's Office 

Organization Type:  Government 

Organization Website:  www.smcsheriff.org 

Address:  400 County Center 

  3rd Floor 

   



*
Redwood City  California  94063 

City  State/Province  Postal Code/Zip 

Phone:*
650--36-3-4790   

  Ext. 

Fax:  650--36-3-1868 

If you are unsure of your agency's DUNS number please contact your finance department.

DUNS Number  009159190 

 

 Funding Categories

Please select the appropriate funding category for your project:  Regional 

Please describe how your project will benefit three or more hubs

in a equitable manner?  

The UASI Cyber Resilience Workgroup consists of

representatives from all 12 counties in the UASI

footprint. These members identified training as the

most actionable option for improving regional cyber

resilience. The tiered training program proposed in

this application will be delivered proportionally

based on agency size and thus equally available to

entities in the North, South, East, and West Bay

hubs.

This field is limited to 500 characters.

 

 Commonly Requested Items

 

 Project Description

Select a goal:  Goal 2 - Information Analysis and Infrastructure Protection 

Please note: Your project must align with and available priority capability objective for this fiscal year. If your project aligns with an unavailable priority capability

objective it may be deemed non-complaint. Please click here to review all of the Bay Area UASI Homeland Security Goals & Objectives

Select a Priority Capability Objective:  Objective 2.2 Terrorism Attribution, Interdiction and Disruption 

Objective

Select the most applicable FEMA Core Capability for your

project: 
Interdiction and Disruption 

FEMA Core Capabilities

Select a nexus to terrorism: This project will enhance regional

capacity to: 
Protect Against Terrorist Attacks 

Select all that apply

http://www.bayareauasi.org/sites/default/files/resources/Goals%20and%20Objectives%202017%20April.pdf
http://www.fema.gov/core-capabilities


Describe the nexus to terrorism in detail: 

In 2017 the US Director of National Intelligence

recognized that terrorists are actively targeting US

information systems and releasing information

about US citizens. Cyberattacks threaten severe

physical and economic consequences to connected

systems in all 16 DHS critical infrastructure sectors.

300 Characters Maximum

Select all applicable outcomes:  Yes 

a) Identify, find, thwart, and convict terrorist perpetrators by identifying and processing field intelligence collected from scenes, (e.g., cell phones, device materials,

and contaminant type) (THIRA).

  Yes 

b) Prevent terrorism financial/material support from reaching its target, and prevent terrorist acquisition of and the transfer of Chemical, Biological, Radiological,

Nuclear, Explosive (CBRNE) materials, precursors, and related technology.

  No 

C) Set up rapid command and control, interdict attacker, and intercept additional attacks by coordinating the operations of site security personnel, bomb teams, and

local, Federal, and State law enforcement (THIRA).

  No 

Other - Describe Below:

Project Summary- Provide a brief description of your project: For

planning projects include a final deliverable. 

The UASI and NCRIC will deliver a high quality,

targeted cybersecurity curriculum to public agency

and critical infrastructure end-users and

administrators. Completion of this program will

protect against data breaches and potential

compromise of sensitive systems.

This field is limited to 750 characters.

For equipment projects, please provide an inventory of the

requested item currently used in the county: 
 

 

 Compliance Requirements

Sole Source Approval

This project will require Sole Source Approval   

Sole Source Request Form

http://www.bayareauasi.org/node/790


Enviromental and Historic Preservation Request

Required for:

This project will require an Environmental & Historic Preservation

Form 
 

Enviromental and Historic Preservation Screening Form

Watercraft Projects

If project includes purchase of watercraft or watercraft equipment

 the California Office of Emergency Services (CalOES) has a seperate request form to complete.

This project will require a Watercraft Request Form   

Watercraft Request Form

Aviation Projects

If project includes the purchase of aircraft or aviation equipment

 the California Office of Emergency Services (CalOES) has a seperate request form to complete.

This project will require an Aviation Request Form   

Aviation Request Form

Establish/ Enhance Emergency Operations Center (EOC)

If project includes establishing or enhancing an Emergency Operations Center

 the California Office of Emergency Services (CalOES) has a seperate request form to complete.

http://bayareauasi.org/node/789
http://www.bayareauasi.org/sites/default/files/resources/Watercraft%20Request%20Form%20071113%20REVISED.doc
http://www.bayareauasi.org/sites/default/files/resources/Aviation%20Request%20Form%20071113.doc


This project will require an Emergency Operations Center

Request Form 
 

Establish/ Enhance Emergency Operations Center Request Form

Performance bonds

Required for:

This project will require a Performance Bond   

Personnel Declaration

If project includes hiring personnel, this field is required.

This project will require grant funded personnel (no supplanting)   

Each personnel project must complete a separate application.

 

 FEMA Controlled Equipment

Will you select one of these items in your Equipment Budget form?

01LE-01-SHLD Shield, Ballistic, Protection Against Small Arms•

02EX-00-EXEN Equipment, Explosive Entry•

02EX-00-EXTR Materials, Energetic, Bomb Squad Training•

03OE-07-SUAS System, Small Unmanned Aircraft•

12VE-00-CMDV Vehicle, Command, Mobile•

12VE-00-MISS Vehicle, Specialized Mission, CBRNE•

12VE-00-SPEC Vehicle, Specialized Emergency Management•

FEMA Controlled Equipment?  No 

 

 Project Timeline

Project Dates*
11/01/2018  12/31/2019 

Project Start Date  Project End Date 

 

 Milestones

Milestone  Please Describe  Estimated Completion Date 

(TRAINING) Obtain Quotes     01/01/2019

(TRAINING) Issuance of PO    02/01/2019

(TRAINING) Conduct Training    04/01/2019

(TRAINING) Complete

Training Cycle 
  11/01/2019

http://www.bayareauasi.org/sites/default/files/resources/EOC%20Request%20Form%20071113.doc


(TRAINING) Project

Completion 
  12/31/2019

     

 

 Equipment

Select a

category

of FEMA

Authorized

Equipment

 

Select the

appropriat

e AEL # 

Quantity 
Price

Each 
Sales Tax 

Shipping

Cost 

Training

Cost 

Installatio

n Cost 
Total 

      $0.00    $0.00  $0.00  $0.00  $0.00 

 

 Planning

Category Planning Total 

Planning $0.00 

 

 Organization

Category Organization Total 

Organizations $0.00 

 

 Equipment

Category Equipment Total 

Equipment $0.00 

 

 Training

Category Training Total 

Training $300,000.00 

 

 Exercise

Category Exercises Total 

Exercise $0.00 

 



 Totals

Total Project Cost  $300,000.00 


